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Editorial Words

Dear Readers,

Welcome to the 27th volume, first issue of the ASEJ Scientific Journal of Bielsko-Biala School of Finance and Law. In this
number, editorial board present a diverse range of articles that delve into pressing topics within the realms of economics, finance,
law, and security. These articles shed light on various aspects of contemporary society and offer valuable insights into the
challenges we face today.The first article by Medani P. Bhandari, titled "The Corruption: A Chronic Disease of Humanity: Causes,
Effects, and Consequences," examines the pervasive issue of corruption and its profound impact on societies worldwide. Following
that, Stanistaw Ciupka explores the "Ethical Dilemmas of Contemporary Business," addressing the complex moral challenges
faced by companies in the modern business landscape. Michat Comporek's article, "Levels of Reported Financial Result and the
Scope of Accrual-Based Earnings Management," focuses on the practices of earnings management within public companies in the
clothing industry, providing exemplification studies to illustrate the phenomena. Justyna Fibinger-Jasinska's contribution, "Judicial
Review of Illegal Clauses in Consumer Loan Agreements," delves into the legal aspects of consumer protection and the role of the
judiciary in scrutinizing loan agreements for potential unfair clauses. Wojciech Jakubiec examines the intricacies of money
laundering and its selected security issues in "The Essence of Money Laundering — Selected Security Issues," shedding light on
the challenges faced in combating this criminal activity. Radoslaw Koper explores the exclusion of freedom of expression during
interrogations and the irregularly obtained evidence, focusing on Article 168a CCP, in "Irregularly Obtained Evidence (Article
168a CCP) in the Aspect of Exclusion of Freedom of Expression of Interrogated Individuals." "The Emotional Surge Impact on
the Formation of a Personal Brand as an SMM Product" by Kateryna Kalynets, Yevhen Krykavskyy, Petecki Ignacy, Sylwia Nycz-
Wojtan examines the influence of emotional surges on the formation of personal brands, specifically within the realm of social
media marketing (SMM). Aleksander Sapinski's article, "The Importance and Challenges of Information Security in the Digital
Age: Analysis of the Current Situation and Prospects for Development," analyzes the current state of information security in the
digital age, highlighting its significance and outlining the challenges that lie ahead. Lastly, article by Mariola Adamiec-Witek,
which sheds new light on the issue of the conduct of proceedings before common courts with the participation of jurors.

I hope that this issue of the ASEJ Scientific Journal of Bielsko-Biala School of Finance and Law provides valuable insights and
stimulates further research in the fields of economics, finance, and law. I extend my gratitude to the authors for their contributions
and commend the rigorous academic scholarship demonstrated in their work.

prof. dr Thor Halystia
Editor of the ASEJ, Issue 1, Volume 27, 2032.
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The importance and challenges of information
security in the digital age: analysis of the current
situation and prospects for development

Aleksander Sapinski'

! Bielsko-Biala School of Finance and Law
Poland

Abstract— In this age of increasing digitalisation, information
security is becoming one of the most important issues for every
state and organisation. This article provides an analysis of the
current situation of information security and the challenges it
faces. The article focuses on various aspects of information
security, such as cyber security, privacy protection, data
protection and network security. It also analyses the ways in which
countries and organisations are taking steps to ensure information
security and the challenges that accompany these efforts. Finally,
the article provides an outlook on the development of information
security in the digital age and points to the most important
directions to be taken to ensure information security in the future.

Keywords— security studies, information security, digital age,
information security management.

[. INTRODUCTION

Information is becoming one of the most valuable assets of
any organisation or state and is becoming increasingly guarded
and valued. At the same time, this information is exposed to
many threats, such as cyber-attacks and breaches of data
privacy. Therefore, information security has become one of the
most important issues for anyone using ICT. It is worth noting
that these threats do not only affect large companies and state
institutions, but also ordinary users who process and store their
data online.

This article aims to provide an overview of the current
situation of information security and the challenges it faces.
Various aspects of information security will be presented, such
as cyber security, privacy protection and network security. The
most important information security challenges affecting both
states and private organisations will also be discussed.
Furthermore, the article will focus on the prospects for the
development of information security in the digital age.

It is important to emphasise that information security is a
global issue and affects every country in the world. According
to a report published by Accenture and Ponemon Institute, the
cost of information security breaches in 2020 averaged $3.86
million per organisation (Accenture 2020 p.1-16). In addition,
there were more than 300 billion cyber-attacks worldwide in
2020. These figures show how important it is to take care of
information security and how real the threats posed by cyber-
attacks are.

The number of cyber-attacks has increased over the past few
years, which in turn has raised people's awareness of the need
for information security. In 2020, companies around the world
were forced to adapt to the COVID-19 pandemic and conduct
their operations online, which further increased the risk of
cyber-attacks. Many organisations have been forced to rapidly
digitise their business processes, which has increased the threat
of hacker attacks.

In addition, with the development of technology, new threats
are emerging, such as attacks on artificial intelligence, mobile
applications, IoT systems and many others. In order to deal with
these threats, companies and institutions must take steps to
increase their levels of information security.

II. DEVELOPING A DEFINITION OF INFORMATION SECURITY IN
THE CYBER WORLD

Information security is a comprehensive system of measures
designed to protect information from unauthorised access,
disclosure, damage, destruction, modification or loss. In today's
digital age, where information is transmitted via the Internet,
information security has become a key element for both
organisations and individuals (ISO 2013).

The authors of the definitions of information security and
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cyber security are not clear-cut, as both terms have their roots
in a number of scientific fields, including computer science,
management and national security. One of the first authors to
define the term cyber security was Dorothy Denning (Denning,
1999), an American computer security specialist.

The definition of information security refers to the protection
of information from unauthorised access, disclosure, damage,
destruction, modification or loss. Cyber security, on the other
hand, is more focused on the protection of digital information
and related systems from threats arising from computer
networks (ENISA, 2021).

With the development of information technology, these
terms have come to be used interchangeably. However, there
are some subtle differences between the two. Cyber security
refers to efforts to protect networks and related systems from
digital threats such as hackers, viruses, DDoS attacks, etc.
Information security, on the other hand, refers to the protection
of all types of information, not just that stored in IT systems.

The dangers of information in security are serious and can
lead to severe consequences such as invasion of privacy,
identity theft, loss of commercial and confidential information
and even reputational damage. As research shows, the costs
associated with cyber-attacks are increasing, and their scale and
complexity continue to grow.

According to IBM Security's 2020 Cost of a Data Breach
Report, the cost of an average data breach was $3.86 million in
2020, an increase of 1.5 per cent over the previous year (IBM
Security, 2020). Also, Microsoft's 2020 Digital Defense Report
states that cybercrime is one of the biggest threats to businesses
and individuals, and that the cost of losses associated with
cyber-attacks was more than $1.5 trillion in 2020(Microsoft,
Digital Defense Report, 2020).

In Europe, the European Network and Information Security
Agency (ENISA) publishes an annual report on network and
information threats. In its Threat Landscape Report 2021,
ENISA states that there was an increase in malware, phishing
and ransomware attacks in 2020, highlighting the need for
action to improve information security.

III. THE VARIOUS ASPECTS OF INFORMATION SECURITY

Information security is crucial to the functioning of modern
societies. Protecting information from unauthorised access,
theft or destruction is one of the most important tasks of
businesses, government organisations and other institutions. In
this article, we will discuss various aspects of information
security.

1V. Technical aspects

Information security involves many technical aspects.
Information systems, networks and databases must be
adequately protected against cyber-attacks. Today's attacks can
range from viruses and worms to phishing, ransomware and
DDoS (Distributed Denial of Service) attacks. Attackers use a
variety of means, such as password phishing, zero-day attacks
and even social engineering, to gain access to protected
information (Bonner, 2020).
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Securing IT systems requires the use of various tools and
technologies, such as firewalls, anti-virus, anti-spam and anti-
phishing software. It is also important to regularly update
software and follow security best practices such as complex
passwords and regular staff training.

V. Legal aspects

Information security is also regulated by law. Many countries
have data protection laws and require companies and
government institutions to comply with certain information
security standards. In Poland, such regulations include the
Personal Data Protection Act and the GDPR (Regulation on the
Protection of Personal Data). In the US, similar legislation is
regulated by the Computer Fraud and Abuse Act (CFAA),
among others (Jankowski, 2018.).

VI. Organisational aspects

Information security also requires proper work organisation
in companies and institutions. A properly organised IT
infrastructure and proper security procedures help to ensure
information protection (Stachowiak, 2019). Data access
procedures should be in place, backups secured, and data
minimisation policies implemented to reduce the risk of
information leakage.

IV. CURRENT SITUATION OF INFORMATION SECURITY.

Information security is currently one of the most important
challenges for many institutions, businesses and organisations
around the world. Attacks on IT systems can lead to the loss of
sensitive information such as customer data, employees,
passwords and other sensitive information. Recent years have
seen many instances of attacks on information systems, which
have sparked a wave of discussion about the need for increased
information protection and security measures.

A.  Examples of attacks on information systems

One of the largest attacks on information systems was on
Equifax, which is one of the three major credit reporting
bureaus in the United States. In 2017, hackers accessed the
personal data of more than 147 million customers, including
national insurance numbers, dates of birth, addresses and other
information. The attack was one of the largest in history and
caused serious financial and reputational damage to Equifax.

Another example was the 2013 hacking attack on US
company Target, which caused many companies to rethink their
approach to security. As a result of the attack, hackers gained
access to the data of more than 110 million customers, including
credit card numbers and personal information. The attack
caused losses of more than $162 million.

VII. Action taken by countries and organisations

Governmental and non-governmental organisations around
the world are taking a number of measures to enhance
information security and protect against cyber-attacks. In 2018,
the European Network and Information Security Agency
(ENISA) issued a report identifying several key information
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security risks, such as attacks on critical infrastructure, the use
of blockchain technology for criminal purposes and attacks on
cloud systems. In response to the growing threats, countries
around the world are taking many measures to increase the
protection of their information systems. In Poland, the Internal
Security Agency (ABW) is working with various institutions to
raise awareness of cyber threats threats and preventive
measures. The agency conducts training for businesses and
government institutions and organises information campaigns
on information security. In 2020, the National Security Agency
launched a special 'Safe Company' website, which provides
practical advice and information on information security for
businesses. Other countries are also taking similar steps. In the
United States, the National Institute of Standards and
Technology (NIST) has developed the Cybersecurity
Framework, which is a set of recommendations and best
practices for information security. In Europe, the European
Network and Information Security Agency (ENISA) is
developing recommendations on information security and
organising training and awareness campaigns. International
organisations are also taking steps to enhance information
security. An example is NATO, which has developed the
concept of cyber defence and provides training for its members
on information security.

It is worth noting that protecting information systems and
data is not only the responsibility of states and organisations,
but also of individual users. Examples of good practice include
using complex passwords, updating software regularly and
being careful when opening suspicious messages or clicking on
links.

More and more activities shifting to the digital world,
information security risks pose a serious challenge to societies
around the world. In response to these challenges, countries,
organisations and individual users are taking various measures
to increase the protection of data and information systems. It is
important to remember that taking care of information security
is everyone's responsibility.

V. CHALLENGE FOR INFORMATION SECURITY

One of the biggest challenges to information security is the
lack of a uniform information security policy. Each country,
organisation or company has its own approach to information
security management. These differences can be due to many
factors, such as cultural, legislative, organisational or
technological differences. An insufficiently harmonised
approach to information security management leads to an
information security vulnerability that can be exploited by an
attacker. Therefore, it is important for countries, organisations
or companies to operate on the basis of harmonised information
security standards (Kuhn 2010).

Threats related to the development of technology pose
another challenge to information security. As technology
advances, attackers have more and more opportunities to launch
cyber-attacks. An example of such a threat is the developing
technology of artificial intelligence, which allows the creation
of tools to carry out attacks with even greater precision and
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efficiency (Pope 2005). Additionally, the increasing number of
network-connected devices, such as IoT devices, increases the
number of potential attack vectors. This requires countries,
organisations and companies to continually work to secure their
systems against new types of threats (Chakrabarti, 2010).

One way to deal with information security challenges is to
develop threat monitoring and response systems. Such systems
make it possible to detect attacks quickly and take appropriate
action to minimise the impact of the attack. In addition,
developing employees' information security competence and
awareness is key to ensuring effective protection of systems.
States, organisations and companies should invest in training
and information security education for employees so that they
can effectively protect their systems from cyber threats
(Scarfone and Mell, 2007).

VI. PROSPECTS FOR DEVELOPING INFORMATION SECURITY

The increasing number of cyber-attacks, which are becoming
more and more advanced, as well as new threats related to the
development of technology, require the continuous
development of measures to ensure information security. It is
worth considering what are the prospects for the development
of information security, what are the most important directions
of development and what is the role of the state and
organisations in ensuring information security.

The state and organisations play a key role in ensuring
information security. In Poland, the Internal Security Agency
(ABW) is responsible for coordinating activities related to
information security, as well as for carrying out activities
related to the protection of classified information (Swoboda,
2014, p.303). In addition, various government institutions and
agencies monitor the information security situation and take
measures to prevent threats.

Organisations also need to effectively secure their IT systems
against cyber-attacks, which can lead to data theft, malware or
damage to systems. To do so, they need to use advanced
information security technologies and practices and conduct
regular security audits.

Developments in information technology are creating new
opportunities, but also new threats to information security. With
the development of the Internet of Things (IoT), artificial
intelligence (AI) and blockchain, the number of potential
attacks on information systems is increasing. One of the biggest
challenges will be to ensure the security of systems managing
large amounts of data, such as medical, financial or critical
infrastructure-related data. However, developments in
information technology are also creating new opportunities for
ensuring information security. For example, artificial
intelligence can help to detect and prevent and prevention of
attacks, and blockchain in securing systems against
unauthorised access. In addition, the development of the
Internet of Things (IoT) and other technologies related to the
industry 4.0 concept may allow better monitoring and
management of IT systems in real time, which in turn will have
a positive impact on information security (Pope, 2004, p.233-
240).
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Cybersecurity education and training is also an important
direction for the development of information security.
Knowledge of threats and how to avoid them should be
widespread, both among individual users and among businesses
and public institutions. Therefore, states and organisations
should invest in training programmes and education campaigns
to raise awareness of cyber threats and how to counter them
(Sobers 2022).

States and organisations also have a key role to play in
creating uniform information security standards that will apply
internationally. Many countries are developing their own
information security regulations, which leads to inconsistencies
and hinders international cooperation in the event of attacks on
information systems (Varnois 2022). One example of such
cooperation is the European Network and Information Systems
Directive (NIS), which aims to ensure a high level of security
for information systems in European Union member states
(Symantec 2020).

In summary, the development of information technology
creates both new threats and opportunities for information
security. States and organisations have a key role in ensuring
security and should invest in education and training, the
creation of uniform standards and the implementation of
innovative technological solutions (Wright et all, 2023).

VIL

Information security is a key aspect in the digital age.
Inadequate data management and proteronie can lead to serious
consequences, including information leakage, identity theft or
threats to privacy. As a result, countries and organisations
around the world are taking many steps to ensure the protection
of their information systems. One of the biggest challenges to
information security is the lack of a uniform information
security policy. Differences in approaches to information
security management between countries, as well as within
organisations, pose a significant threat. In response to this
problem, more and more countries and organisations are
adopting information security standards and guidelines.

However, developments in information technology are also
creating new opportunities for ensuring information security,
such as the use of artificial intelligence in detecting and
preventing cyber-attacks or the development of blockchain
solutions to secure transactions and transmitted data. Therefore,
countries and organisations should continue their efforts to
protect their information systems and work towards a unified
information security policy that takes into account changing
technologies and threats. (Szczypiorski 2019). At the same
time, developing new technologies and innovative solutions can
improve information security in the digital age.

CONCLUSION
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