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2Abstract— the article presents an outline of a virtual currency- 

cryptocurrency exchange and the possible risks and opportunities 

associated with it. The genesis of cryptocurrency was discussed on 

the example of bitcoin. The aim of the article is to present various 

aspects of functioning of bitcoin in association with the events 

influencing the growth of interest in it. The article presents the 

creation of bitcoin and the concept behind its creation. An analysis 

of the advantages and disadvantages of this cryptocurrency was 

carried out. Bitcoin as an entirely virtual currency, which is not 

sub-ject to any state institution or central bank, requires much 

more trust from its users than traditional states’ currencies. Also, 

the method of storing bitcoins is far from traditional. The article 

also describes the technical steps for using said cryptocurrency. 

Keywords— cryptocurrency, bitcoin, Internet, virtual currency, 

monetary system.   

I. INTRODUCTION 

The development of technology, and especially the Internet, 

in the last two decades has contributed to changes in many areas 

of life. One of the areas in which technological progress is most 

apparent is banking and finance sector. The emergence of 

online banking has changed the perception of the role of banks 

as institutions. Payment and credit cards have revolutionized 

the way payments are made. The computerization of financial 

markets caused the emergence of previously unknown 

phenomena. High-frequency trading can be pointed out as an 

example of such phenomenon. This applies to transactions 

during which the asset is purchased and then immediately sold 

(often within less than 1 second). All these changes 

undoubtedly have a huge impact on the shape of the 

contemporary economic reality. In such a dynamically 

changing reality and in times of enormous technological 

progress, it seems that it would be difficult to find an event that 

could be called a revolution. However, the emergence of a new 
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phenomenon: bitcoin- a virtual currency based on 

cryptography, which is not subject to any state or international 

institution, can be considered as such. Of course, this is not a 

revolution in the literal sense of the word. Interest in the new 

cryptocurrency did not translate into the weaking of the role of 

traditional currency. It also did not lead to significant changes 

in the financial markets. This "revolution" took place in the way 

of thinking about what money is and what can fulfill its 

function. From the Middle Ages, the concept of money was 

closely related to the ruler, i.e. to the state represented by the 

King, and to the law of which he was the source. The connection 

between money and the state weak-ened slightly in the late 

Middle Ages when banks and the scriptural they created 

emerged. How-ever, from the 17th century onwards, countries 

began to take an interest in monetary policy anew. In 

subsequent countries, central banks were established, whose 

role was to control the money creation process conducted by the 

commercial banks. In this way, a deeply rooted belief in the 

inextricable relationship between money and the state was 

present until the beginning of the 21st century. Therefore, the 

emergence of bitcoin-a cryptocurrency that is not subject to or 

controlled by any state, constitutes a kind of "revolution".  

The aim of the article is to present the current state of the 

bitcoin cryptocurrency, broken down into risks and 

opportunities as simply and reliably as possible. There is a 

noticeable social need to develop such material. Often, various 

doubts and fears concerning virtual currencies and 

cryptocurrencies in particular, result from ignorance or media 

feeding on sensational reports. However, they should be looked 

at in a broader context: not only in the context of fears, tech-

nical or legal difficulties related to a new phenomenon, but also 

in the context of innovative technology and the emergence of 

the new sector of the economy. 
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II. BITCOIN – AN OUTLINE OF THE CONCEPT 

The most well-known cryptocurrency is bitcoin (BTC) 

created in 2009 by a Japanese under the pseudonym Satoshi 

Nakamoto. The motivation for his invention was a limited trust 

towards the state authorities. The cryptocurrency is based on 

advanced cryptography and a P2P exchange network, i.e. 

computer-to-computer, without intermediaries. The source 

code of the currency is open and accessible to everyone. The 

algorithm that generates bitcoins has been developed in such a 

way that their number will never exceed 21 million. At first 

glance, this might not seem like a sufficient number when 

taking into the account current market demand for currencies. 

However, every bitcoin is divisible to eight decimal places, so 

scarcity shouldn’t be an issue (Palczewski, 2021). 

Bitcoin is a type of a cryptocurrency or virtual currency 

(VC). Cryptocurrencies are de-fined as "monetary units of 

participation in a distributed accounting system based on 

cryptography" (Tax Chamber, 2015), which "while having no 

centralized issuer or institution controlling their exchange and 

autonomous consumption value, constitute a measure of debt 

redemption which is contractually agreed between the parties 

of a given legal relationship of the value agreed to by the parties 

which accept the option of debt redemption by the means of 

Cryptocurrencies. Thus, cryptocurrencies solely function as a 

monetary value exchange medium.” (Tax Chamber, 2015). 

Main distinction between bitcoin and the traditional currency is 

the lack of a central issuer and an institution which supervises 

the exchange rate of this currency. In the community of Inter-

net users, virtual currencies are concidered as money, as they 

basically fulfill all its characteristics. First of all - with some 

reservations, described below - cryptocurrencies perform a 

monetary function. In addition, they are the means of exchange 

and a measure of value. In addition, cryptocurrencies perform 

the function of storing value and transferring risk much more 

effectively than money (which has become the main reason for 

their popularization). (Gruszecki, 2004, p.70). Virtual currency 

systems are diverse. Bitcoin belongs to a system with two-way 

flow that works like any convertible currency, with two 

exchange rates (buy and sell) (Srokosz, 2014, p.846). It is 

decentralized, which means that there is no central issuer, and 

it is the users who 'mine' individual entities of the currency. 

Virtual currencies are based on a complex system of 

cryptographic protocols. The creation of bitcoin consists of 

generating a code (cipher) by using a so-called excavator, i.e. 

specific software and hardware with high computing power, in 

a peer-to-peer network (Tax Chamber, 2015). Network users, 

known as miners, acting on their own, in a group or with the 

participation of special companies, the so-called server farms, 

provide computing power and special computer software, 

allowing at the same time to check a set of transactions and add 

them to the chain, i.e. the blockchain (Piotrowska, 2013, p.277). 

Mining is a competitive activity in which the miner has no 

control over what gets attached to the blockchain and 

consequently who will get the bitcoin, hence mining is 

considered to be "the counterpart of lottery base on competi-

tion" (Bitcoin.org, 2014). The acquisition of the right to bitcoin 

is primary, which means that the right to bitcoin is not 

dependent on the existence of a right on the part of another 

entity, it arises regardless of the rights of the possible previous 

owner. K. Zacharzewski accurately compares the above-

described situation to the acquisition of ownership of no one's 

movable property pursuant to article 181 of the Act of 23 April 

1964 Civil Code (Journal of Laws 2017, item 459) (Zachar-

zewski, 2014, p.1134). Mining (acquiring) bitcoin is a legal 

event, but it does not constitute a declaration of will, which 

resembles the creation of a legal substantive relationship as a 

result of finding no one’s property or creating a new property 

from one’s own materials (Zacharzewski, 2014, p.1134).  

Although, because of the technical reasons and assumptions 

of the bitcoin algorithm, it is not possible to mine it physically, 

the property right arises in favor of one of the parties participat-

ing in the operation. Therefore, bitcoin creation should be 

qualified as a right-shaping event, i.e. the right to unilaterally 

lead, by means of declaration of will, to the creation, change or 

termination of a legal relationship (Radwański, 2008, p.177). 

III. BITCOIN AS AN INNOVATIVE DIGITAL CURRENCY 

EXCHANGE SYSTEM – OPPORTUNITIES 

Bitcoin, like other virtual currencies, is only created and 

stored electronically (Nian, Chuen, 2015, p.15). However, the 

solution developed by Satoshi Nakamoto differs from central-

ized virtual currencies by using cryptography in all aspects of 

bitcoin’s functioning, i.e. in terms of controlling the supply of 

bitcoin units, as well as for comprehensive control of the 

transaction execution process (including the verification of its 

correctness) (Badev, Chen, 2014, p.7). The essential novelty, 

even described as "revolutionary" (Nian, Chuen, 2015, p.15) in 

relation to the previous concepts of cryptocurrencies, is the 

elimination of the well-known problem of cryptographers 

namely multiple spending of funds.  

The bitcoin system made it possible to eliminate both the 

need for a third party securing the transaction and the central 

unit responsible for issuing the cryptocurrency. This was 

achieved by basing the operation of the system on a distributed 

communication model, and more specifically on a network of 

equal entities (P2P). As M. Szymankiewicz points out, in the 

P2P model, "each user is equal and connects to other computers 

in the network. There is no clear hierarchy or designated roles 

such as a machine requesting resources and a machine 

providing resources, which is the case in the client-server 

architecture" (Szymankiewicz, 2014, p.38). The bitcoin system 

is created by a network of involved users, and its operation does 

not depend on any central unit, as such does not exist in 

bitcoin’s case (Szymankiewicz, 2014, p.38). 

The issuance of bitcoin consists of usage of the computing 

power of Internet users’ devices. This means that each Internet 

user, after installing special software on his computer, can be-

come not only a participant in the bitcoin system, but also an 

issuer of this cryptocurrency. The issuance of bitcoin has been 

programmed and occurs automatically as a consequence of 

certain mathematical events. Creating the system in this way 

limited the possibility of its termination by the creators or any 

other entity and made it impossible to withdraw the transaction 
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- which is positive for the Merchant, but hazardous for the payer 

(Polasik et al., 2015, p.14). 

The primary tool that allows using the bitcoin system is the 

bitcoin wallet (Bamert et al., 2014, p.65). Installing its software 

does not require providing personal data. The functionality of 

the wallet, the security of storing bitcoin and the virtual 

currency exchange depends on the choice of the provider of 

software that interacts with the bitcoin network and the place of 

its installation. The bitcoin wallet software generates bitcoin 

addresses. Each user can have an unlimited number of bitcoin 

addresses. A specific BTC balance is assigned to each bitcoin 

address. The value as-signed the bitcoin address refers to the 

blockchain maintained by the bitcoin network. Funds stored on 

addresses are aggregated within the wallet so that the user can 

see their total value. The bitcoin address is in the form of a 

string of 34 characters (randomly selected numbers and letters) 

(Franco, 2015, p.17), for example: 

17A9ZyscFDsosYiQ3KAmiRaVmQgMLX4in3. The fact that it 

can be displayed in the form of a QR code should be 

emphasized. This address can be compared to a bank account 

number (Carignan, p.66). Except that in the case of bitcoin, the 

address and its balance are publicly available, while the owner 

of the address is anonymous (un-less he decides to disclose 

himself). In the case of a bank account, however, knowing the 

number may allow you to determine its owner, but there is no 

publicly available data on the amount of funds accumulated on 

it. This structure of the system ensures that the identity of the 

holders of funds expressed in the bitcoin cryptocurrency is 

hidden. 

In the light of the presented features and functions of the 

system and the bitcoin crypto-currency functioning within it, 

this solution can certainly be considered an innovation. Bitcoin 

is an invention of a global scale which revolutionizes the 

existing concepts and technological solutions in the field of e-

commerce payments. 

IV. BITCOIN – RISKS AND THREATS 

One of the most important threats associated with bitcoin 

exchange is the phenomenon of money laundering. In light of 

the broadly defined subject side of the money laundering 

offense (article 299 § 1 of Act of 6 June 1997 The Penal Code 

(Journal of Laws 2016, item 1137)) there is no doubt that the 

cryptocurrencies, including bitcoin are subject to the property 

law provisions (Zacharzewski, 2014, p.197). However, the 

analysis of the provisions of the Act of November 16, 2000 on 

Counteracting Money Laundering and Terrorism Financing 

(Journal of Laws 2018, item 723) indicates that its application 

to transactions involving bitcoin is problematic (Directive (EU) 

2015/849 of the European Parliament and of the Council, article 

2). Although this regulation applies not only to money, but also 

property rights, there is no entity obliged to inform about a 

'suspicious' transaction. It is not possible to consider entities 

operating as the transaction platforms as the so-called obligated 

institutions which, when carrying out the transaction, are 

required to register the transaction (cf. Art. 2 point 1). In 

addition, cryptocurrency exchange platforms operate on the 

basis of allowing the exchange of cryptocurrencies for 

traditional currencies by the portal users themselves. Also for 

this reason, the activity of this entity is not subject to the 

definition of an "entity providing currency exchange 

operations” contained in the Act (Article 2 point 1p). Moreover, 

the Act, as a rule, covers transactions whose equivalent exceeds 

EUR 15,000 (Article 8 Paragraph 1), and when determining the 

equivalent in EUR, the average National Bank of Po-land’s 

exchange rate for a given currency is used, applicable on the 

day of the transaction or on or the day the transaction is ordered 

(Art. 2a). Bitcoin doesn't have an average rate against any cur-

rency. Moreover, the obligation to register transactions does not 

apply to transactions concluded on the interbank market, which 

include cryptocurrency transactions (Article 8, Paragraph 1e, 

point 5).  

Bitcoin cannot be the subject of theft, which relates to the 

seizure for the purpose of appropriation of someone else's 

movable property, computer program, energy or a card entitling 

to withdraw money from an ATM (Article 278 § 1-5 of the 

Penal Code). As bitcoin is not money, it cannot be the subject 

of the offense of money counterfeiting, as the provision 

concerns the concept of "other means of payment" referred to 

in Art. 310 of the Penal Code (Zacharzewski, 2014, p.197). In 

this case, the criteria of the following prohibited acts can be 

meet: extortion (Article 282 § 1 of the Penal Code), 

misappropriation (Article 284 § 1 of the Penal Code) and fraud 

(Article 286 § 1 of the Penal Code), which also apply to 

property rights. It is also obvious that interference in the bitcoin 

holder's wallet may fulfill the disposition of Article 287 § 1 of 

the Penal Code: the so-called computer fraud (Zacharzewski, 

2014, p.197). 

Virtual currencies have no foundation in conventional 

economy, which means that they are susceptible to risks related 

to manipulating its value and exchange rate risks - they can be 

used as a pyramid scheme (Musiał, 2013, p.17). The threat is 

the lack of supervision by the Polish Financial Supervision 

Authority and the National Bank of Poland, which causes 

doubts as to the safety of the virtual currency exchange and 

guarantees of the transferred assets, and the lack of guarantees 

from the Bank Guarantee Fund for transactions and exchanges 

does not ensure their safety and the safety of accumulated 

assets. The value of a virtual currency depends on supply and 

demand and in no way reflects the value of the economy and 

the financial viability of the issuer. There are no stabilizing 

tools on the market, therefore the variability one way or the 

other is practically unlimited. The financial aspect in 

cyberspace is carried out in the form of banking and financial 

transactions with the use of authorized entities such as PayPal, 

Western Union and virtual currencies. Entities carrying out 

virtual currencies transactions are exposed to the risk of money 

laundering, concealing assets, tax avoidance or financing 

terrorism. The aforementioned conditions lead to the 

conclusion that the most serious threat is the lack of supervision 

of the anti-money laundering or anti-terrorist financing 

institutions whose task is to register transactions and conduct 

analyzes in terms of threats. For individual investors, in 

addition to the loss of value of the accumulated 
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cryptocurrencies, during the transaction, there is a risk of 

"poisoning" it i.e., placing additional illegal information (files, 

images, text data). A transfer of funds may contain files, e.g. 

with pornography, for which the contractor may be prosecuted. 

The instability of cryptocurrencies may be affected by political 

and legal decisions of other countries in the world. For exam-

ple, when the Chinese government decided to close the three 

largest bitcoin exchanges (September 2017), the price of this 

currency fell by several dozen (Charatynowicz, 2016), and JP 

Morgan stated that "bitcoin is a scam" (Żuławiński, 2017). The 

threat to the Internet users is using their computers to "mine" 

cryptocurrency. The information provided by Kasperski Lab 

shows that there is software distributed via torrents on the 

Internet, which allows bootnets to be included in the network 

and, without the owner's consent, to use the computer’s power 

consumption and computing power, which of course exposes 

the owner of the infected computer to losses. (Żuławiński, 

2017). 

V. CONCLUSIONS 

The lack of precise and consistent regulations regarding 

cryptocurrency market participants means that institutions that 

are not subject to control by supervisory authorities take part in 

it. At the same time, the increasing volume of cryptocurrency 

exchange and the increasingly widespread acceptance of this 

method of payment by business entities operating in the 

traditional economy means that one should expect the 

introduction of legal regulations regarding cryptocurrencies and 

participants of cryptocurrencies’ market, including the 

introduction of licenses for exchange market organizers. The 

increasing interest of Internet users in cryptocurrencies and the 

increasing liquidity of this market mean that it may be attractive 

in the future for institutions operating on the Polish financial 

market. Currently, it is difficult to imagine that bitcoin, whose 

volume of ex-change is still marginal, would become a currency 

such as the US Dollar or the Euro. However, it is to be expected 

that it may become widespread over time. Since people have 

become accustomed to non-cash payments with the use of 

payment and credit cards, over time, under favorable 

conditions, they may also accept this new form of money due 

to its simplicity, convenience and security. Whether bitcoin will 

remain only as speculative good or does it have a chance to 

become the currency of the future and whether there will be 

more opportunities than threats in its ex-change- time will tell. 
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